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Popular permissionless distributed ledger technology (DLT) systems
using proof-of-work (PoW) for Sybil attack resistance have extreme
energy requirements, drawing stern criticism from academia, business
and the media. DLT systems building on alternative consensus mech-
anisms, particularly proof-of-stake (PoS), aim to address this down-
side. In this paper, we take an initial step towards comparing the
energy requirements of such systems to understand whether they
achieve this goal equally well.
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Identity Inflation

Sybil attacks, which pose a critical problem for DLT systems, occur
when an attacker creates an artificially large number of bogus iden-
tities [1] to skew the results of majority decisions on the admission
and order of transactions.
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Permissioned vs. Permissionless Systems

In permissioned networks, gatekeeping strategies can be applied that
limit access to a network to previously vetted actors [2], thereby pre-
venting such attacks.

However, for permissionless networks, in which participants can par-
take in consensus without any control [3], more complex mechanisms
need to be applied to combat Sybil attacks.
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Scarce Resources

Consensus mechanisms for permissionless networks entail aligning
entitlement to participate in consensus proportionally with the pos-
session or expenditure of resources that can be digitally verified [4].
Proof-of-work (PoW) is an example of a Sybil attack resistance scheme
that has been used in most early cryptocurrencies such as Bitcoin [5].
To counteract Sybil attacks, PoW uses cryptographic puzzles of config-
urable difficulty with efficient verification so that it becomes compu-
tationally expensive for attackers to interfere with consensus [6].
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Energy Consumption of Proof-of-Work

However, the energy consumption of PoW-based cryptocurrencies is
connected to their respective market capitalisations, leading to ex-
treme energy demand for popular implementations [7]. For instance,
the electricity demand of Bitcoin is now in the same range as that of
entire industrialised nations [8] and has been positioned as a danger-
ous contributor to global warming, producing up to 22.90 Mt CO, [9].
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Using Stake to Prevent Sybil Attacks

In proof-of-stake (PoS), participants with larger holdings of a crypto-
currency have a greater influence in transaction validation. While PoS
is generally understood as being more energy-efficient than PoW, the
exact energy consumption characteristics of PoS-based systems, and
the influence that network throughput has on them, are not widely
understood.
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Previous Approach

Two main approaches to quantifying the energy consumption of a DLT
system have been used in the past. One is to measure the consump-
tion of a representative participant node and then extrapolate from
this measurement. An alternative approach is to develop a mathemat-
ical model that includes the core metrics of a DLT system to calculate
its energy consumption.

So far, most work has focused on PoW blockchains1, and some re-
search has investigated individual non-PoW systems.

"For the purpose of this manuscript, the term ‘Blockchain’ refers to any type of DLT,
even if it does not make use of the ‘block’ concept, first described by Nakamoto [5].
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Our Approach

We propose a simple energy consumption model, applicable to a
broad range of DLT systems that use PoS for Sybil attack resistance.
Specifically, this model considers the number of validator nodes, their
energy consumption, and the network throughput, based on which the
energy consumption per transaction is estimated.
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Related Work

We conducted an informal literature review using the ‘Bielefeld Aca-
demic Search Engine’. We thereby obtained 413 results of prior studies
analysing the energy demand of different DLT systems, with a signific-
ant focus on PoW blockchains in general, and specifically on Bitcoin
Commonly, models take one of the following two forms: Experimental
models [10]-[13] and mathematical models [7], [14]-[21].
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Blockchain Systems

Platform Permissioned Permissionless
Ethereum 2.0 °
Algorand °
Cardano o
Polkadot °

Tezos °
Hedera o

Table 1: Comparison of the analysed DLT systems in node permission setting.

Solution
Comparing archetypal permissioned and permissionless systems al-
lows us to understand patterns.
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Apples and Oranges?

Commonalities between the Protocols

1.

Participants can act as validators. (In permissioned networks, the
set of participants that can act as validators is limited)

To act as a validator, a participant needs to be operating a com-
puter that can send and receive data across the Internet

. Must be able to perform the computations required to establish

the correctness of proposed transactions

. Operating such a validator node is opt-in (Within limits of being

permissioned)

. Validator nodes need to remain ‘always on’
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Improvements over Previous Work

Our model differs from previous work in that we also consider energy
consumption per transaction, as opposed to only the overall energy
consumption of an entire DLT system.

We use existing models combined with additional data arising from
the scientific literature, reports, and public ledger information to form
a baseline that can be used to avoid time-consuming experimental
validation.
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The Model of Powell et al.

Powell et al. [21] define an elementary mathematical model for the en-
ergy consumption of the Polkadot blockchain that can be generalised
as:

Pt =P+ Nyal, (1

where p; is the overall average power the DLT system consumes, p
is the average power consumed by a validator node, and ny,; is the
number of validator nodes.

Due to the low computational effort associated with PoS and the low
throughput of permissionless blockchains it is assumed that validat-
ing nodes run on similar types of commodity server hardware, irre-
spective of the network load.
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Energy consumption per Validator Node

Since it is nearly impossible to determine which type of hardware is
used by validators, we use an approximation derived from industry re-
commendations. Dramatically different hardware recommendations
are put forward for permissionless systems and permissioned sys-

tems.
Configuration Hardware Type Demand (W)
Minimum Small single-board computer 55
Medium General purpose server 1681
Maximum High-performance server 328

Table 2: Conceivable upper and lower bounds for the power demand of a
validator machine
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Number of Validator nodes

Platform # Validators TPS Cont. (tx/s) TPS Max. (tx/s)
Ethereum 2.0 2649% 1540 3000
Algorand 1126 9.85 1000
Cardano 8874 0.36 257
Polkadot 297 012 1000
Tezos 399 1.70 40
Hedera 21 48.20 170000

* Ethereum Mainnet measurements used as approximation

Table 3: The current number of validators, contemporary throughput, and the
upper bound of throughput postulated
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Energy consumption per transaction

To arrive at an energy consumption per transaction metric (¢.y), the
number of transactions per unit of time needs to be considered. The
actual numbers are dynamic and fluctuate over time. The contempor-
ary network throughput (Cont.) is defined as the actual throughput
recently experienced by a system.

Treating the average power consumed by a validator node (p, meas-
ured in W) as a constant means that an inverse relationship between
consumption per transaction (c.) and system throughput ([) can be
established within the bounds of (0, [,ay I:

() = P @)
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Modelling c;, as a function of the number of transactions per
second

Can we develop a model for ¢, that depends on one variable, namely |,
only? Thisis plausible as the total number of users in a permissionless
system increases, of the new users, a share becomes validators and
another non-disjoint share executes transactions. This suggests that
Nnyq and [ are positively correlated.
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Modelling c;, as a function of the number of transactions per
second

Equation (2) depends on two variables: n,q and L.

Data from the Cardano blockchain® suggest that the number of valid-
ators n,q and the number of transactions per second [ are positively
correlated. Namely, Pearson’s correlation coefficient’ for nyq and [ for
375 data points from 29 July 2020 to 7 August 2021 is 0.80. The correla-
tion coefficient for n,q delayed by 28 days and [ (not delayed) for the
same data is 0.87.

We will now present a model for ¢, that depends on one variable,
namely [, only.

’https://data.mendeley.com/datasets/4jv2wmwrc5/1
*The correlation coefficient takes values in [-1,1] and a value of +1 would imply that

nyq is an affine function in L.
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Modelling c;, as a function of the number of transactions per
second

For simplicity we assume that the correlation is perfect, i.e, Ny =
K+ - forsome k,A € R, A >0, and using (2) we obtain

fo (= 220, ®
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Modelling c;, as a function of the number of transactions per
second

For Algorand, Polkadot, Tezos, and Hedera, we compute k, A based on
two data points. For Cardano, we use linear regression implemented
as ordinary least squares regression to compute «, A that have the
maximum likelihood of modelling f., () under the assumption that
fe.. (1) is an affine function with Gaussian noise:

Platform K A
Algorand 102.8 103.9
Cardano 38034 88776
Polkadot 297 0
Tezos 440.7 -24.6
Hedera 76 03
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Energy Consumption per Transaction

Energy Consumption [kW h/tx]
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Energy Consumption per Transaction

Platform Global (kw) Per transaction (kW h/tx)
Eth2* 146 - 4453 0.00026 - 0.008 03
Algorand 6.2 - 189.3 0.00017 - 0.00534
Cardano 48.8 - 14917 0.03716 - 113562
Polkadot 16 - 499 0.00378 - 011556
Tezos 22 - 671 0.00036 - 0.01096
Hedera 35 - 6.9 0.00002 - 0.000 04

Bitcoin 33732877 - 348173516 36039300 - 369140700
VisaNet 223871 0.00358

* Ethereum Mainnet measurements used as approximation

Table 4: Global power consumption ranges
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Conclusion

1. The energy footprint of PoW is significant: Bitcoin's energy con-
sumption exceeds the energy consumption of all PoS-based sys-
tems analysed by at least three orders of magnitude.

2. There are significant differences in energy consumption among
the PoS-based systems analysed, with permissionless systems
having a larger energy footprint overall owing to their higher rep-
lication factor.

3. The type of hardware that validators use has a considerable im-
pact on whether the energy consumption of PoS blockchains is
comparable with or considerably larger than that of centralised
systems.
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Conclusion

The results should not be misinterpreted as an argument for increased
centralisation or for permissioned networks over permissionless ones.
Permissioned networks pose a risk of centralisation, which may offer
minuscule advantages in terms of energy consumption but may neg-
ate the functional advantages of blockchain.
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Implications

1. Urgent call for the modernisation of PoW systems and a shift to-
wards PoS

2. A recommendation to practitioners to consider energy-saving
hardware which aligns with minimal supported configurations
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