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ABSTRACT
The lack of multi-party privacy management support in cur-
rent mainstream Social Media infrastructures makes users
unable to appropriately control to whom co-owned items are
shared. Computational mechanisms that are able to merge
the privacy preferences of multiple users into a single pol-
icy for these kind of items can help solve this problem. As
privacy preferences may conflict, these mechanisms need to
consider how users’ would actually reach an agreement in
order to propose acceptable solutions to the conflicts. We
propose the first computational mechanism to resolve con-
flicts for multi-party privacy management in Social Media
that adapts to different situations that may motivate differ-
ent users’ concessions and agreements.

Categories and Subject Descriptors
K.4 [Computers and Society]: Privacy
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1. INTRODUCTION
There are massive amounts of items shared through Social

Media that involve multiple users [7], e.g., photos that de-
pict multiple people, comments that mention multiple users,
events in which multiple users are invited, etc. The problem
is that users involved in one particular item (e.g., users de-
picted in a photo) may have different privacy preferences for
that item. For instance, Alice and Bob are depicted together
in a photo in which Bob appears drunk, and Alice would like
to share the photo with her friend Charlie, but Bob would
not like to share the photo with Charlie because Bob feels
embarrassed about his looks in the photo and Charlie is just
a distant acquaintance of him.

Computational mechanisms to aid the negotiation process
in these cases are one of the biggest gaps in privacy man-
agement in social media [4, 9]. The use of these mechanisms
does not mean that users would lose control in any way.
These mechanisms would only suggest a possible solution
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to the conflicts that users will need to accept to be finally
applied, so that if users do not accept the suggestion they
will need to enter into a manual negotiation by other means.
Thus, the main challenge is to suggest solutions that are ac-
cepted most of the times by all the users involved, so that
users are forced to negotiate manually as little as possible.

Mechanisms to resolve conflicts have already been pro-
posed [6, 3, 7]. Some like [6] still need a great deal of human
intervention during the negotiation process. Other mecha-
nisms such as [7] are more automated, but only consider one
fixed way of aggregating user’s privacy preferences without
considering how users would actually achieve compromise
and the concessions they might be willing to make to achieve
it depending on the specific situation. One mechanism con-
siders more than one way of aggregating users’ privacy pref-
erences [3], but the user that uploads the item chooses the
aggregation method to apply, which becomes a unilateral
decision on a multi-party setting. All of this causes these
mechanisms to have difficulties to adapt to different situa-
tions that may motivate different users’ concessions.

In this paper, we present the first adaptive computational
mechanism for social media that, given the individual pri-
vacy preferences of each user involved in a shared item, is
able to find and resolve conflicts by applying a different ag-
gregation method based on concessions users’ may be willing
to make in different situations.

2. BACKGROUND
We assume a set of users U = N ∪ T , where a set of

negotiating users N = {a1, . . . , an} negotiate whether they
grant a finite set of target users T = {i1, . . . , im} access to a
particular co-owned item. For simplicity and without loss of
generality, we will consider only a negotiation for one item
over the course of this paper — e.g., a photo that depicts the
negotiating users together — and hence, we do not include
any additional notation for the item in question.

Negotiating users can specify their individual privacy pref-
erences about the item using any of the access control mod-
els already proposed for Social Media. In this paper, we
used relationship-based access control [1]

Relationship-based privacy policies usually consider dif-
ferent relationship types R = {r1, . . . , rl} — e.g., family,
friends, colleagues, etc. These policies usually define a map-
ping r : U × U → R so that r(a, b) is the relationship type
between users a and b. Privacy policies in most relationship-
based access control approaches [1] also consider the strength
of the relationships that a user has to other users. Intimacy
(also called relationship or tie strength) has already been
defined in previous works, and there are tools to obtain the



intimacy values for all the user’s friends for particular So-
cial Media infrastructures such as Facebook [2] with minimal
user intervention, e.g., few refinements to the output of the
tool mainly to consider that not all users’ interactions hap-
pen through Social Media. Even if these tools are not used,
users could be asked to self-report their intimacies to their
friends, which would obviously mean more burden on the
users but would still be possible. In this paper, we only use
the final intimacy value assigned to each friend whatever the
method is used to do so as follows:

Definition 1. Given two users a, b ∈ U , and a maximum
positive integer intimacy value Y ∈ N, the intimacy between
a and b is given as int(a, b), where int : U×U → {0, . . . ,Y}.

Based on this, the following definition for relationship-
based privacy policies is used:

Definition 2. A privacy policy P is a tuple so that P =
〈θ1, . . . , θ|R|, E〉, where θj ∈ {0, . . . ,Y} is the intimacy thresh-
old for the relationship type rj ∈ R, and E ⊆ U is the set of
exceptions to the policy.

Pa denotes the individual privacy policy of negotiating
user a ∈ N for the item. The role of exceptions E in Defi-
nition 2 is to allow an individualised treatment of friends if
need be. Finally, we denote P = {Pa1 , . . . , Pan} as the set
containing the individual privacy policy of every negotiating
user in N for the item.

The problem we tackle is the following: how the set of
negotiating users N who co-own an item and have individ-
ual (possibly conflicting) privacy policies P for the item can
agree on to whom, from the set of the target users T , the
item is shared? This problem can be decomposed into:

1. Given the set of the individual privacy policies P for
the item, how can we identify if policies from P have
contradictory decisions — or conflicts — about whether
or not granting target users T access to the item.

2. If conflicts are detected, how can we propose a solution
to the conflicts found that respects as much as possible
the preferences of negotiating users N .

We propose the use of a mediator that helps negotiating
users detect conflicts and find an agreement. In the following
sections, we show how this mediator can detect conflicts and
propose a solution for each conflict found.

3. DETECTING CONFLICTS
To compare privacy policies from different negotiating users

for the item, we consider the effects that each particular pri-
vacy policy has on the set of target users T . Privacy policies
dictate a particular action to be performed when a user in
T tries to access the item. In particular, we assume that the
available actions are either 0 (denying access) or 1 (granting
access). The action to perform according to a given privacy
policy is determined as follows:

Definition 3. Given an user a ∈ N , her privacy pol-
icy Pa = 〈θ1, . . . , θ|R|, E〉, and a user i ∈ T , we define the
function:

act(Pa, i) =


1 iff int(a, i) ≥ θr(a,i) ∧ i /∈ E
1 iff int(a, i) < θr(a,i) ∧ i ∈ E
0 otherwise

We also consider so-called action vectors ~v ∈ {0, 1}m, i.e.,
complete assignments of actions to all users in T , such that
v[i] denotes the action for user i ∈ T . When a privacy policy
is applied to the set of users T , it produces such an action
vector:

Definition 4. The action vector induced by privacy pol-
icy P in T is ~v = (v1, . . . , vm), where m =| T | and v[i] =
act(P, i).

Given the action vectors induced by the privacy policies
of the negotiating users, we are now in a position to be able
to detect whether there are any conflicting actions suggested
for the same target user. That is, if all the action vectors
assign the same action for all target users, then there is no
conflict. Otherwise, there are at least two action vectors that
assign different actions to the same target user, and there
is a conflict. In other words, a conflict arises when some
negotiating users would like to grant access to one target
user while the others would not. Formally:

Definition 5. Given a set of negotiating users N , their
privacy policies P for the item, and a set of target users T ,
i ∈ T is said to be in conflict if the privacy policies of at
least two users a, b ∈ N are Pa and Pb, so that va[i] 6= vb[i].

Further, we say that the set of users in conflict is the set
C = {i ∈ T | ∃a, b ∈ N, va[i] 6= vb[i]}. If the mediator does
not detect any conflict — i.e., C = ∅, it will return to the
users without changes to their preferred privacy policies. If
it detects conflicts, it will then run the conflict resolution
module, which is described in the following section.

i1 i2 i3 i4
a 9 6 4 1
b 8 6 9 4

Table 1: Intimacies for Example 1.

Example 1. Assume a set of users U = {a, b, i1, i2, i3, i4}
and only one relationship type among them R = {r1} for the
sake of simplicity. Negotiating users N = {a, b} are in the
process of deciding to which target users T = {i1, i2, i3, i4}
they grant access to a photo in which both of them are de-
picted, and the intimacy values of users a and b toward oth-
ers are as shown in Table 1, with Y = 10. Suppose now
that user a would prefer the policy Pa =< 5, ∅ >, so that
~va = (1, 1, 0, 0) — i.e., user a wants to grant access to the
photo to users i1 and i2, towards whom user a has an inti-
macy greater or equal to 5, but not to users i3 and i4 who
are less intimate to user a than that. However, user b would
prefer the policy Pb =< 4, ∅ >, so that ~vb = (1, 1, 1, 1) —
i.e., user b wants to grant access to users i1, i2, i3, and i4.
As va[i3] 6= vb[i3] and va[i4] 6= vb[i4], the set of users in
conflict is C = {i3, i4}.

4. RESOLVING CONFLICTS
After conflicts are detected, the mediator runs an auto-

mated conflict resolution mechanism and proposes a solu-
tion. We shall firstly explain the method by which the me-
diator estimates the willingness of each user to accept apply-
ing each possible action for the conflicts detected. Secondly,
we shall explain how the mediator estimates whether each
negotiating user would concede or not based on this willing-
ness and on the implications for the other negotiating users.
Finally, we shall describe how the mediator solves the con-
flicts based on the concessions users would do.

4.1 Willingness to change an action
We need a measure of how willing a user would be to

change the action most preferred by her/him to find a solu-
tion to the conflict that can be acceptable by all negotiating
users. We call this measure willingness and it is based on:



1) Sensitivity of the item to be shared. If a user feels
that an item is very sensitive for her/him, she/he will be less
willing to accept sharing it than if the item is not sensitive
for her/him. In our proposal in this paper, users do not need
to specify how sensitive an item is for them as we estimate
this by considering the intimacy thresholds assigned to the
relationship types in the privacy policy for the item. In
particular, the higher the intimacy thresholds the higher the
sensitivity of the item. For instance, suppose that Alice
would only like to share photos about partying with her close
friends, but she would not mind sharing photos about her
travels around the world with her distant friends, colleagues,
and family. Thus, partying photos would be more sensitive
for Alice than travelling photos.

2) Intimacy distance to the target user. Intimacy (or
relationship strength) is also a factor that plays a role when
sharing items [8]. We account for how willing a negotiating
user would be to accept an action for a target user based on
the difference between two intimacy measures: (i) the inti-
macy between the negotiating user and the conflicting tar-
get user—i.e., int(a, i); and (ii) the intimacy threshold set
by the negotiating user in her/his privacy policy for the re-
lationship type of the conflicting target user—i.e., P.θr(a,i).
The higher this distance, the less willing the user may be
to accept the action for the target user — being it granting
or denying. For instance, if Alice would only like to share
an item with close friends, she would probably be unwilling
to concede and share the item with a distant acquaintance.
However, if Alice would like to share with friends but not
with Charlie, who is close friend of her, this means that she
would probably be unwilling to concede and share the item
with Charlie (e.g., Alice could be creating an event in which
she invites all her friends except Charlie because the event
is a surprise party for Charlie’s birthday).

We formalise the willingness function as follows:

Definition 6. Given user a ∈ N , its preferred privacy
policy Pa, the maximum possible intimacy value Y, a con-
flicting target user i ∈ C, the willingness of user a to accept
an action d ∈ {0, 1} to be assigned to target user i is a func-
tion Wa : C × {0, 1} → [0, 1] so that:

Wa(i, d) =

{
1 if d = va[i]
Y−|P.θr(a,i)−int(a,i)|

Y+P.θr(a,i)
otherwise

4.2 Modelling Concessions
The mediator models users’ decision making during nego-

tiations based on the willingness to accept an action defined
above and existing evidence about manual negotiations in
this domain [4, 9]. Users’ decision making on continuous
variables like the willingness to accept an action is commonly
modelled using fuzzy sets that characterize subranges of the
domain of the continuous variables under consideration [10].
Figure 1 depicts the subranges for the willingness to accept
an action: LOW and HIGH. Based on this, the mediator
considers fuzzy IF-THEN rules to model concessions in dif-
ferent situations as described below.

Users are generally willing to accommodate others’ pri-
vacy preferences [9, 4], so if they do not mind much about
which action is finally applied they will be willing to concede
and accept applying the action that is not the most preferred
for them. Hence, if the willingness to accept changing an
action is high, then this may mean that the user would not
mind much about which action is finally taken. Assuming
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Figure 1: Fuzzy sets low and high.

a negotiating user a ∈ N , a conflicting target user i ∈ C,
and an action d ∈ {0, 1} so that va[i] 6= d — i.e., d is not
a’s most preferred action for i, this can be formalised as the
following fuzzy IF-THEN rule:

IF Wa(i, d) IS high THEN concede (1)

Note that concede means that user a would accept chang-
ing its initial most preferred action to reach an agreement.
Thus, users that would initially prefer granting/denying the
particular conflicting target user access to the corresponding
item would accept denying/granting access. For instance,
Alice and Bob could be depicted in a photo with very low
sensitivity — e.g., a photo in which both Alice and Bob are
depicted with a view to a monument — and both of them
could have defined privacy policies for the photo so that
all their friends can see it. Suppose that Charlie is friend of
Alice but is distant acquaintance of Bob, so according to Al-
ice’s privacy policy Charlie should be granted access to the
photo but according to Bob’s privacy policy Charlie should
not be granted access to the item. However, given that the
photo is not sensitive for Bob, Bob would probably accept
sharing also with Charlie and solve the conflict.

Even when the willingness to accept an action could be
low for some of the negotiating users, users do not want
to cause any deliberate harm to their friends and will nor-
mally listen to their objections [9]. That is, if some of the
negotiating users prefers denying a conflicting target user ac-
cess and her/his willingness to accept granting access is low,
then users whose most preferred action for the target user is
granting access and the willingness to accept denying is also
low would concede and accept denying access to the conflict-
ing target user. Indeed, considering others self-presentation
online has been reported as a way of reaffirming and recipro-
cating user’s relationships [9]. Assuming a negotiating user
a ∈ N , a conflicting target user i ∈ C, and va[i] = 1 —
i.e., a would prefer granting i access to the item, this can be
formalised as the following fuzzy IF-THEN rule:

IF Wa(i, 0) IS low ∧
∃b ∈ N, Wb(i, 1) IS low

THEN concede (2)

For instance, Alice, Bob, and Charlie are depicted to-
gether in a photo in which Bob is clearly inebriated. Ini-
tially, Alice and Charlie might very much like to share the
photo with friends because Alice, Bob and Charlie could
agree they had a very good time together that day in which
the photo was taken. However, Alice and Charlie would
probably understand the privacy implications this may have
to Bob. Thus, if Bob opposes to share the photo, Alice and
Charlie would probably accept not sharing the photo.

Finally, when the willingness to accept granting grating
access to the item is low, users very much seek to avoid



sharing the item [5], because it can cause them a privacy
breach, i.e., a sensitive item ends up shared with someone
they would not like. Assuming a negotiating user a, a con-
flicting target user i ∈ C, and va[i] = 0 — i.e., a would prefer
denying i access to the item, this can be formalised as the
following fuzzy IF-THEN rule:

IF Wa(i, 1) IS low THEN do not concede (3)

For instance, in the example above, Bob would most prob-
ably not accept sharing the photo in which he appears ine-
briated with Alice and Charlie’s friends because he may feel
embarrassed about the photo.

4.3 Computing Conflict Resolution
The mediator computes the solution for each conflict found

by applying the concession rules defined above. The solution
is encoded into an action vector ~o, so that o[i] contains the
action for target user i. If i is not conflicting, the mediator
assigns to this target user the action shared by all negotia-
tion users. If i is conflicting, the mediator assigns to o[i] its
proposal to solve the conflict by executing Algorithm 1.

If for all negotiating users, their willingness to accept the
action that is not the one they prefer is high, then, according
to concession rule (1), the mediator assumes that all users
are willing to concede if need be, so that the final action to
be applied for target user i can be both grating and denying.
In order to select one of these two actions, the mediator runs
a modified majority voting rule (Lines 3-6). In particular,
this function selects the action that is most preferred by the
majority of users. In case that there is a tie, then the one
that uploaded the item is given an extra vote. Note that this
function is only used if all the users have a high willingness
to accept the action that is not the most preferred for them,
i.e., it does not really make much of a difference for them,
and all of them are willing to concede to reach an agreement.

If there are users whose willingness to accept the action
that is not their preferred one is low (Lines 8-14), then the
mediator considers two cases: (i) if there are at least two
users with low willingness and different preferred actions,
according to concession rules (2) and (3), the action to be
taken should be denying the conflicting target user access
to the item in question; (ii) otherwise, rule (1) applies so
that the users that have high willingness will concede and
the user/users who has/have low willingness will determine
the action that is finally chosen as the solution.

Algorithm 1 Conflict Resolution

Input: N , P, C
Output: ~o
1: for all i ∈ C do
2:
3: if ∀a ∈ N, Wa(i,¬va[i]) is HIGH then
4: o[i]← modified majority voting(P, i)
5: continue
6: end if
7:
8: if ∃a ∈ N, Wa(i,¬va[i]) is LOW then
9: if ∃b ∈ N, Wb(i,¬vb[i]) is LOW ∧ va[i] 6= vb[i]

then
10: o[i]← 0
11: else
12: o[i]← va[i]
13: end if
14: end if
15: end for

W(i3, 0) W(i3, 1) W(i4, 0) W(i4, 1)
a - HIGH - LOW
b LOW - HIGH -

Table 2: Fuzzy Memberships for Example 3.

Example 2. Suppose again Example 1. Table 2 shows
the fuzzy set membership for negotiating users a and b in
case they would accept changing their most preferred action
for the conflicting target users C = {i3, i4}. We can see that
for negotiating user a and target user i3 rule 1 applies, so
that the mediator assumes that user a is willing to concede
(in this case accept granting i3 access to the item). As there
is only one negotiating user (b) with willingness LOW, then
the action suggested by this user would be taken to solve
the conflict, and the computed solution would be to grant
i3 access to the item. Regarding target user i4, we have a
similar situation. In this case, the willingness is HIGH for b,
so that rule 1 applies and b would concede. Moreover, there
is only one negotiating user (a) with willingness LOW, so the
action suggested by this user is taken to solve the conflict.
Therefore, the solution to the conflict would be to deny i4
access to the item. The resulting action vector for the item
would be ~o = {1, 1, 1, 0}.
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